HIPAA PRIVACY AND SECURITY STANDARDS

These standards are intended to comply with all requirements of the Privacy and Security Rules of the
Administrative Simplification Rules of HIPAA as stated in 46 CFR Parts 160, 162 and 164, as amended
from time to time.

DEFINITIONS

“Protected Health Information” (PHI) means information, including demographic information, that identifies
an individual and is created or received by a health care provider, heaith plan, Employer, or health care
clearinghouse; and relates to the physical or mental health of an individual, health care that individual has
received; or the payment for health care provided to that individual. PHI does not include employment
records held by the Plan Sponsor in its role as an employer.

“Summary Health Information” means information summarizing claims history, expenses, or types of
claims by individuals enrolled in a group health plan and has had the following identifiers removed: hames,;
addresses, except for the first three digits of the ZIP Code; dates related to the individual {ex: birth date);
phone numbers; email addresses and related identifiers; social security numbers; medical record
numbers; account or Plan Participant numbers; vehicle identifiers; and any photo or biometric identifier.

PRIVACY CERTIFICATION

The Plan Sponsor hereby certifies that the Plan Documents have been amended to comply with the
privacy regulations by incorporation of the following provisions. The Plan Sponsor agrees to:

T Not use or further disclose the information other than as permitted or required by the Plan
Documents or as required by law. Such uses or disclosures may be for the purposes of Plan
administration including, but not limited to, the following:

A. Operational activites such as quality assurance and utilization management,
credentialing, and certification or licensing activities; underwriting, premium rating or other
activities related to creating, renewing or replacing health benefit contracts (including
reinsurance or stop loss); compliance programs; business planning; responding fo
appeals, external reviews, arranging for medical reviews and auditing, and customer
service activities. Plan administration can include management of carve-out plans, such
as dental or vision coverage.

B. Payment activities such as determining eligibility or coverage, coordination of benefits,
determination of cost-sharing amounts, adjudicating or subrogating claims, claims
management and collection activities, obtaining payment under a contract for reinsurance
or stop-loss coverage, and related data-processing activities; reviewing health care
services for Medical Necessity, coverage or appropriateness of care, or justification of
charges; or utilization review activities.

C. For purposes of this certification, Plan administration does not include disclosing
Summary Health Information to help the Plan Sponsor obtain premium bids; or to modify,
amend or terminate group health plan coverage. Plan administration does not include
disclosure of information to the Plan Sponsor as to whether the individual is a participant
in: is an enrollee of or has disenrolled from the group health plan.

2. Ensure that any agents, including a subcontractor, to whom it provides PHI received from the Plan
agree to the same restrictions and conditions that apply to the Plan Sponsor with respect to such
information;

3. Not use or disclose the PHI for employment-related actions and decisions or in connection with

any other benefit or employee benefit plan of the Plan Sponsor;

Rosebud County - Group #0010615 93 Plan Document / SPD - Effective 1/1/2017



10.

HIPAA Privacy and Security Standards

Report to the Plan any use or disclosure of the information that is inconsistent with the uses or
disclosures provided for of which it becomes aware;

Make available PHI as required to allow the Covered Person a right of access to his or her PHI as
required and permitted by the regulations; .

Make available PHI for amendment and incorporate any amendments into PHI as required and
permitted by the regulations;

Make available the PHI required to provide an accounting of disclosures as required by the
regulations;

Make its internal practices, books, and records relating to the use and disclosure of PHI received
from the Plan available to any applicable regulatory authority for purposes of determining the
Plan’s compliance with the law’s requirements;

If feasible, return or destroy all PHI received from the Plan that the Plan Sponsor still maintains in
any form and retain no copies of such information when no longer needed for the purpose for
which disclosure was made, except that, if such return or destruction is not feasible, limit further
uses and disclosures to those purposes that make the return or destruction of the information
infeasible; and »

Ensure that the adequate separation required between the Plan and the Plan Sponsor is
established. To fulfill this requirement, the Plan Sponsor will restrict access to nonpublic personal
information to the Plan Administrator(s) desighated in this Plan Document or Employees
designated by the Plan Administrator(s) who need to know that information to perform Plan
administration and healthcare operations functions or assist eligible persons enrolling and
disenrolling from the Plan. The Plan Sponsor will maintain physical, electronic, and procedural
safeguards that comply with applicable federal and state regulations to guard such information
and to provide the minimum PHI necessary for performance of healthcare operations duties. The
Plan Administrator(s) and any Employee so designated will be required to maintain the
confidentiality of nonpublic personal information and to follow policies the Plan Sponsor
establishes to secure such information.

When information is disclosed to entities that perform services or functions on the Plan’s behalf, such
entities are required to adhere to procedures and practices that maintain the confidentiality of the Covered
Person's nonpublic personal information, to use the information only for the limited purpose for which it
was shared, and to abide by all applicable privacy laws.

SECURITY CERTIFICATION

The Plan Sponsor hereby certifies that its Plan Documents have been amended to comply with the
security regulations by incorporation of the following provisions. The Plan Sponsor agrees to:

1.

Implement and follow all administrative, physical, and technical safeguards of the HIPAA Security
Rules, as required by 45 CFR §§164.308, 310 and 312.

Implement and install adequate electronic firewalls and other electronic and physical safeguards
and security measures to ensure that electronic PHI is used and disclosed only as stated in the
Privacy Certification section above.

Ensure that when any electronic PHI is disclosed to any entity that performs services or functions
on the Plan's behalf, that any such entity shall be required to adhere to and follow all of the
requirements for security of electronic PHI found in 45 CFR §§164.308, 310, 312, 314 and 316.

Report to the Plan Administrator or the Named Fiduciary of the Plan any attempted breach, or
breach of security measures described in this certification, and any disclosure or attempted

disclosure of electronic PHI of which the Plan Sponsor becomes aware.
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